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LuMsNsUIMIanNdeLiosiilasunisldogisunivats Ae 11nsgIu Business Continuity
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dange Wusuluuresn s lugunsgiu 150223011 agtuiamnilu 15022301:2019
11931 BS25999 &l 6 99AUTENOUNAN \Jureasnisusmsanusioilos (BCM Life Cycle)
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1.1 M3UTMmslATINIInN1TANGDLLeY (BCM Programme Management)
1ASINITIANITAUADLEDY D01 NTUDIAUTLNUNANWALDUTUADULINYDINITUSINT
AMUFaLlad lWun1sTaviinsavuleuls BCM 1assas1y BCM NI kA AUTUAAYBUVBIYAAINT

WARUTMITEAUGIRINDUIMTNNTEAUAN 9 TINRINTIARINNIUAIY BCM n15Amun
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P v
MAgIves
AT TANANTIIALTUNUYD AU TUuRBUN1TUTUTEAUVRLMANITAL (Incident Escalation Process)
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1.2 mMsfnwitazyinaud1laesAns (Understanding the Organization)
madlassdnaidunszuiumsvhanudindumhsny dsmnefsnuiuazanudile
TuanmuaznsAlunuvemtieny I19zfunansznunienudsaogsls i1uisnisingz
HANTENUNNTIND VTOHANTENUABNTEUIUNTYINUMTENTINUINNS (Business Impact Analysis - BIA)
wagn1sUsEiuAIME s (Risk Assessment - RA) 1l 953UA1ML3 98 Iuv09RaNTsUAe 9 uaysEdy
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1.3 miﬂ"mumﬂaqmﬂumsa%’wmwmiaLﬁjaa (Determining BCM Strategy)
wINlUNINBUANDIHBNIITNYATEINVBINITANTUIUYDIBIANT LAkA Naynsiau
N15ALHUIIU (Recovery Strategy) Fadutunoufi dessanounswauILasASsuA1SABUAUDS
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ABNITEUIUNTYINUNSENTITUTNTT (BIA) lnedesivualuiias yaains (People) anunudfinu
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1.4 mswauiaseseunsnevauewamnn1sallun1izanidu (Developing and Implementing
BCM Response)
AENFINITAINUANAYNT AT A BITAYILNUITULAT EUADUAUDIFN DN1ITNLAY

Thdulumunseugnsmansfinvuald lnednviunudasialudl
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a a a !

« Incident Management Plan (IMP) Litodnn1sAuingigniduiiindu

9

¥
v v oa a a A =

« Emergency/ Crisis Management Plan (CMP) Wi adnnnsiud ﬂqmmaumﬂ AUU

9

waznansznuNvenelululniig

« Business Continuity Plan (BCP) iilauin13n15nvgedalilas Ingyavintunauany
NdAgysionsnatazlimine nTanot 1Nz al NEDUTLATINLNUSUNANTZNUINENTUNI T
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« Recovery Plan (RP) unufAunsiavdadendRsuiuly

1.5 mInadau UTUUIe kagnuniuuky (Exercising Maintaining and Reviewing)
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Hutumeuiidda Weosendunszuiunmsiviliudlaladn Bom flgsaviduanunsa
THlF5e saflowduanunien naeAIuATINEEUANLANTITBIARINT kazlseANB YDy
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« Tabletop Testing A ® ﬂ’liﬂi%sqmLLaﬂL‘Uﬁlﬁluﬂ"l”mﬁﬂLﬁuﬂUUﬂﬂMﬁ’wﬁ.Lﬁlﬁnsﬂjaﬂ
Tngsrasdandaniunsaitumn uasnnaosuhuny BCP snfinnsandh Waeulandusavtunenlaviell

- Simulation Ain N1sNAgeUlABTIARsANIUNITAlLANDUAT Y uazNAaRIUILNY BCP
WUszenald

« Full BCP Exercise fin Msvagauidingluuuuazlndifesaniunisalasanniign
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3. NTIATILINANTENUNNGINA (Business Impact Analysis : BIA)

nMsfnwuavianudleesdng (Understanding of Oreanization) wielidlaluaninuaznis
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(Business Impact Analysis - BIA) wazn15UszLiiuaud e (Risk Assessment) WazfEANAINAIG 9
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mhenu lesuanudsmeuazdmaliunainsllaansailUlfiinulalugiessususn vsessevnan

W3esrere Fanaufenisigsuuimslianansaiiheanunliuinisvesmenueie

= @ ke 28

ANaN1TUINIIAUADILBININTINA VaINTEeUvisUsEmAlng (BCM) atuuiuused 2565



o ¢ al
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dmiunannislunisiATIEiaukAng1eYes Critical Function wag Non - Critical Function
vosefnsdunou 1nena1n A1 RTO uag RPO LWuman

1nuA1 Recovery Time Objective (RTO) %18 53EJzna'117faaﬁﬂiaam%’ulmumsé’ﬁuszw
Tunsdifiinmaaniduiu dadudfignimuslaoidvesssuudediduimsseiugedud wazsousu
Tud RTO fignimuatiu Loy RTO = 1 dalus vaneds dosdssuuAumeluniedalus iHudu

#m3UA1 Recovery Point Objective (RPO) nanefls USuaudeyagamiofiosdnsoousuld
Tugaa:9a il (Acceptable Loss) 431 6187 RPO = 2 3Tag w1ns1 Backup szuuliiagn 13.00 .
LAETTUUANIIAT 14.50 U. LsransagAudeyaldfanan 13.00 u. Adsiedteglunanidvuald
# RPO fie Teyagapmelaitiu 2 $lus sy

MTD (Maximum Tolerable Downtime) vis1ng{i4 izEJznammﬁqmﬁaaﬁﬂsaam%’ﬂé’ nNdIng
gavzinogusioides

N3eUIUN1SlUNITIATILITANANTIUNGIAR %50 Business Impact Analysis (BIA) wagkanssnu
ﬁ%Lﬁmsﬁumﬂqumzﬁ’ﬂmaqﬁaﬂﬁmﬁgu 7 fdunaunisduiums el

(1) syywmmsalingduaglonianaziinmenisal

seylenia/ Anudveananisalingfduday Tneinueli
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4 = welinmnn1saiiuanndl 1 a3 lugissezinan 3 U Aiuu wiliiAeduynd

a
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'
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1 = lingifiawmgnisaliunaensseziial 5 YArun
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3.2 MFIATIBVHANTENUNINGINA
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3.3 agunanisussidiuanudes

Risk Assessment Matrix TanIaLia
o8N fiog Ynunang Uae UaguIn
2 3 q 5
on 5 0
(1x5)

o GREN 4 8
O
a (2x4)
£ Urunans 3 6 9
g (2x3) (3x3)
g oy 2 6 8
= (3x2) (4x2)

Youn 1 5

(5x1)

4. naqwémsv%msmﬂwimﬁm (Business Continuity Strategy)
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3 REC-TEST
a
3
e) 1Ua vCenter DR-Site #579@8U Guest VMs 184 App-Test-Rece status power on
[[orts ane Clr 2 # App-Test-Recl C I
0
AR 06
f) WUa vCenter DR-Site m329@8U Guest VMs U84 DB-Test-Reca status power on
g @ 8 , 7 DB-Test-Recl - ¥ 5
&y D& Toles - Summary




g) ssh LUWATDA app server i ip: eo.cid de.ads

1 10.99.71.156:22 +

¥shell for Xmanager Enterprise 5 (Build @459)
Copyright (c) 2802-2014 MetSarang Computer, Inc. ALl rights reserved.

Type "help' to learn how to use ¥shell prompt.
[c:%~1% ssh root@le.59.71.156

Connecting to 18.99.71.156:22...
Connection established.
To escape to local shell, press "Ctrl+alt+]".

m The remote S5H server rejected ¥11 forwarding request.
Last legin: Sun Mar 8 14:35:21 2020 from 10.99.96.124
[root@apptestrecl ~]#

[root@apptestrecl ~]# ]

h) fimus ip address wax hostname Twiifilid /etc/hosts

[root@apptestrecl -]# vi setcshosts

§z7.0.0.1 localhost localhost.localdomain localhostd localhostd, localdomaindg

i3l localhost localhost.localdomain localhost® localhosté. localdomaing
18,99 .80.26 mysql8. rubber.co.th mysqla
10,99, 70. 156 wewl . rubber.co.th il 1

10,99, 71.156 apptestrecl, rubber.co.th

. Switch Over ¥ DR Site ¥inatuunu Production g1udiaya GITS
bl ATIVATUANTMIE Data Guard nau Switch Over ﬁiﬂﬁ‘]iiﬂ SHOW COMFIGLIRATION
a) #su - oracle
b) Sexport ORACLE SID=gitsa
c) Sdemarl /

DGMGRL> show configuration;
Configuration - GITSDGConfig
Pratection Mode: MaxPerformance
Databases:
gits - Primary database
gitsdr - Physical standby database
Fazt-Start Cailowver: DISABLCD
Configuration Status:
SUICCESS
DGMGRL=




.. Switch Over T3 DR Site ¥i19muuny Production Ew‘ﬁagﬁ ORRAF
woe  RIIASUANTUL Data Guard fau Switch Over ATUA1A3 SHOW CONFIGURATION

a) #su - oracle
b) Sexport ORACLE SID=orrafe

c) Sdemerl /

DGMGRL> show configuration;
Configuration - ORRAFDGConfig
Protection Mode: MaxPerformance
Databases:
orraf - Primary database
orrafdr - Physical standby database
Fast-Start Failover: DISAELED
Configuration Status:
SUCCESS
DGMGRL=




HanmInAsauN U UAN sifusruutayaanieius

. WAN13 Switch Over 52UU
@.@. HANIAL Switch Over Uy VMware SRM T3 DR Site ¥4auunu Production
a) nRaaunTEenldau Web server A8 URL: so.cic.aie.ad 7 DR-Site

= [ -+ 03 Het seoun 10997 1. 156 S anbean

b BRI R ]
wowww ] rubberen th

www lL.rubber.co.th

[CETRA T L ET T TR

wlauasiaueeau

l-'!ﬂ-ﬂ

bl FI‘:I‘Unami‘ﬂ-ﬁﬁaum*ﬁﬁﬁuixuuﬁ‘m Wiware Site Recowvery Manager 184 Website

nsnawisEnAlne swasBoad

e 58UV Website n1sunauvaUsemalng aunsoldauldnudt 7 DR-site Tapnishan
MSLIEIUHTUSEUY VMware Site Recover Manager

+ ATRABUTEYATEITEUL Website MsiuisUsznalng il DR-site L‘ﬂuﬁagaﬁz‘n’mﬁw
dam nnsRaATliisEUY ViMware Replication sihnstedeyafiinmsudsuudadly
NN & Falu

o dlfmuszuu Website nIsnausislszmalne atnsoldaula

@ln. HAMST Switch Over 19 DR Site ¥auuny Production g1udiaya GITS
a) Han 191 Switch Over to Database gitsdr

DGMGRL= switchover to 'gitsdr;

Performing switchover NOW, please wait...

MWew primary database “gitsdr” is opening...

Operation reguires shutdown of instance "gitse” on database "oits"
Shutting down instance "gitsa”...

ORA-cemoe: database not open

Database dismounted.

ORACLE instance shut down.

Operation requires startup of instance "eitsa" on database "gits"
Starting instance "gitsa”...

ORACLE instance started.

Database mounted.

Switchover succeeded, new primary is "gitsdr”




b) eaN15MIIAAUADTUE Data Guard W& Switch Over

DGMGRL> show configuration;
Configuration - GITSDGConfig
Protection Mode: MaxPerformance
Databases:
gitsdr - Primary database
gits - Physical standby database

Fast-Start Failover: DISABLED
Configuration Status:
SLICCESS

DGEMGRL =

¢) agUuan1svAsauNTIAUTEULAE Oracle Data Guard 9a43¥UUTLIBYA GITS

o ndsnAnfiunisda Switch over #au Oracle Data Guard ssuugIuioya GITS 7
DR-site a@315alt91uuNy DC-site 1o

. #m5R@eUITVUgIUteya GITS § DR-site Tauns Query srudeya GiITs wulutaya
fismamanan 9NN 3RaRlE Oracle Data Guard ihutayaiifinadvuudadunng
& Ui

o aursnfmunAld Application Server 18435 UU GITS atunsodaudassuu
giutoya GITS 1o uazldnuladuuni

@.m. HANS Switch Over 19 DR Site ¥iauuny Production §rudiaya ORRAF
a) Ban1 Switch Over to Database orrafdr

DEMGRL> switchowver to ‘orrafdr’;

Performing switchover NOW, please wait...

Mew primary database “orrafdr” is opening...

Operation requires shutdown of instance "orrafe” on database "orraf”
Shutting down instance "orrafa"...

ORA-oemmod: database not open

Database dismounted.

ORACLE instance shut down.

Operation reguires startup of instance "orrafa” on database "orraf”
Starting instance "orrafa”...

ORACLE instance started.

Database mounted.

Switchover succeeded, new primary is "orrafdr”




b) m5I9d0UANTUE Data Guard a1 Switch Over

DGMGRL> show configuration;
Configuration - ORRAFDGConfig
Protection Mode: MaxPerformance
Databases:
orrafdr - Primnary database

orraf - Physical standby database

Fast-Start Failover: DISABLED
Configuration Status:
SUCCESS

DGMGRL =

¢) ajUNaNIIMAABUNSIAUTEUUAIE Oracle Data Guard wa3ruugtulaya ORRAF

o WdInANiun3A1 Switch over A28 Oracle Data Guard sEUUTIUY aua ORRAF
i DR-site @nInl¥nuunu DC-site THviud

« avnEsusTULEIdoya ORRAF 7 DRsite Tnun13 Query s1udioua ORRAF wuliy
Toyaitdmandgn nn1sRarld Oracle Data Guard thedayaiinmauduudas
lunnq & w

o aursnn1uaAili Application Server 18438 UU ORRAF @ u1inilausaizuy
s udoua ORRAF 14 warldruliluund
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