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HTTPS 1ailuedraton

annsanulasassdaunsliiu (Logging/Monitoring) Tuguuuy Syslog la
pUnsaifitiauedesinuanasgiu FCC uay UL viaifisuui

o.o.53uutlasnunsynsngudoya (Database Firewall) 31U2u o s2UU Hs1en1sdesaluil

olo.0. aunsaillosiuszuugiudeya (Database Firewall) 911U o 40 aeiinm

Fnvazlanizatadasnanaluil
=1 L3 n = L3 LEY 3 -‘_‘1 [ o
6.0.0.0. fgunsaliuy Appliance w3 WuraALIsARATULATLLIEALAMENYLY

NARUANTIAILEIN1TAIUNS W USNNS Database Firewall 1@

o.9.0. 0. A1U1T0USNITIANISHIY HTTP waz HTTPS lawduadailas
o.o.0.0. 103 @o Gigabit Ethernet 91uuliitiosnit b 189 uaswein e Gigabit

Ethernet s1uruliiteenin & vad

o0lo.0.c. fnuasolun1InTNasulaya Query dmiugiudaya lalddesndy

be,&oo TPS @5 Mixed Environment w38 il Throughput liitani eo
Gbps

.10.6.&, @11139¥197U Monitoring Wag Blocking and lailuadraties

o.lo.e.5. dndgAualidesnil «o GB

@.v.e.0. 3 Hard drive vualitiasnii @ TB

0.0.0.c. Hunasglviuu Redundant Power Supply

6.10.0.c. @WITAVNINIIATIAABY (Inspection) Wazidngzda (Monitoring) A13YNUY84

SOL Query la

©.9.6.90. IATINAITN um‘ﬁmawﬁ SQL Syntax #38¥i1 SQL Grammar Analysis %]
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.16.0.00. ANLIOVNILLUU stand-alone liFsdfouraCloud wie Internet
0.10.6.0l0. AM15ATITEOU WavTuiin SQL Query larudswuandustusossuy
giudayala
o.19.0.06m, 411115091970 USuLUABL (Substitute) w3a Uasiu (Block) SQL Query ¢
@.lg.@.@@:.EmjﬂiamwaaugmmwaqﬁﬁaLL‘U‘U SQL Injection 1ot
0.9.0.0&. d1Ns0a529daudns lunsliny SQL Query 1¢
&lo.0.0%. dunanvhiufuszuugudaaddaludlfidusdaien
e.b.e.ebe. [BM DBe
ab.a.ablb. MSSQL
ao.e.eD.n MySQL
e.lw.e.eo. Oracle Database
olw.e.eb.& Sybase
alb.e.ebn. SAP
@.10.0.00. #1U1IAVTUTINAU Active Directory %38 LDAP la
0.0, dgunsniuuy Appliance %38 %Wm‘m'ﬁ'ﬁam"ﬁné‘w’?&uum'%‘lml,t,zladﬂammamé’ﬂwmz
fsmunitalflunsuSusdnns Database Firewall fidniauals
ello.e. amnsnusmsianisaunsailesiuseuugiuleya (Database Firewall)
elblblo. #@111305895UNMUANADULAZNITTITIEULA
ellb.a. dwnsadeantayasnulugiiuy POF wie Excel ld
. AIUNITIANITENHALIS
lo.0. FENALASUTHITTANIINITATFBULALNSTANSHAAL MU o 4A TefiAndnisldan
gndesmungvang TanudnunziewiztudRl
b.e.0. ANUABINTITITHIATUTBITENALIS druszUUNISUIMISIANITNTeUSNIs (Access
Management) Tnsilnaisnunizadnaiosdsroluil
b.0.0.0, @30 IU Web Application Ravuafenisaensuiissniaiien Welk
5¥UU Single Sign-On ¥i1n13 Sign-On Winluda Application loeenednludf
b.o.0l. SiAuansadansveulaesaluih Weldinsldniludiaaitme
(Session Timeout)
b.o.e.m. 5885UMIMUTwiUY szuunsianisdyddldanagudnats (dentity
Management) L§i
©.0.0.€. ABE@NTOAMUAUIEUIENITAIUANNITEIAS (Access Control) TRugly was
Applications léaehetasdsil
k-n.@.@.c-:.@.ﬂ?iﬁ@%ﬁﬁ?muﬁﬂw%ﬁwﬁﬁﬁ (User Identification and Authentication)
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.0.0.€..A1UTN5IANITIRENY (Password Management System)
.0.0..m.N136N Connection Yaldeanainszuy Web Single Sign-On
(Disconnect) Lﬁaﬁﬁﬁﬂléﬂﬁ@mtﬁmwmmﬁﬁmum (Idle Session Time Out)

©.0.0.&. mnmmﬁ"mumﬁwéﬂwﬂ%'muﬁﬁmmﬁuﬁuéﬁu@%’uﬁamu el
Application Taleiva

©.0.0.5. ithaarmuaansnsldnuwuunsmiin GUD Tneldnuriunis Web
Browser 161

©.@.0.0. J51800LARINTIW T TULBUREATY (Application) veuldudazaula

b.o.0. TATeslo (Designer Tool) wuunswiln (GUI) dmduasnesesnuy wiasen
s189ula

.ol AMUABINILTATUTansLS duTzuUNTUIMIIanITuazBudufaugldanu
fnnauiRadetiasdisil

o.e.0.0. Ini1aan1svieuludnwue GUI (Graphical User Interface)

0.0 lolo. Annsatmuatuiliiuiunsld Wy ssuvezaiaiyTdldnusoslef
Aunld w%ai’uﬁgﬂEJﬂLt?%nﬁw%ﬁumﬂ%’muiswasauﬁﬁuﬁ@%ﬁuaaﬂiﬂ (User
Life cycle Management) {ugu

b.0.o.m. @10130UTNIIAN 1T TG (User Account) H1un1a Web Browser bt

b.elb.c. amlﬁa‘LﬁQ‘bﬁmmsamﬁamﬁaMu (Password) lasenuleaIum1e Web
Browser

b.o.lo.& gunsaiulszTansldeiaiiy (Password History) iietlasiunistnsdasiiu
naul gl

b.alo.b. @1nsavinauludnyue Role intelligence 1Wun13vi1 Role mining uas Role
analytics 1§ wavaunsavisenuiiieaiu Role 16

lo.0.o.00. A1aTavineUludneuy Self-Service Tnegldssuvannsaiien Request dn
A4 9 Tudnwazilu Catalog way category a1 Role, Application Tadusu

b.6lo.c. @1n5aruuA Base line Wulszianuianguana o 11 1y user, role
appUcaﬂor1mazﬁizuunﬁiﬁwuua;msktmsernanagenwentLﬁaﬁuaiﬁﬁﬂua

$UU identity aﬂmiaﬂsmﬁum?mﬁmmnmiﬁwwuwﬁwéﬁlﬂgmﬁmlﬁ

(Segregation of Duties)

bolo.c. firiodlotisluios regulatory compliance Ly Sarbanes-Oxley, lbe CFR
Part @@, Gramm-Leach-Bliley, HIPAA waz GDPR iiiethevsiulduaziudu

danmuaniungssilioy wasdeluSewihmenuiinetesiu Complicate #7149
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©.6.0.00. AMWIINYINNIUTIUAUTZUU Single Sign-On (Authentication) wassuu
Directory Service Iiiluagnaiiuszdviamielomunenisdnieaiu uasd
avsnisldougniesnungmsne
©.e.m AIUABINMATITATUTBTEHALLT duszuunIUTsiansgldnussuuluy
Y5841n13 (Directory Service) ImHﬁﬂmﬁﬂwmzaﬂwﬁaaﬁmamﬁ
©.e.6m.0. 110N MUARTLU Access Control List (ACL) Lﬁ‘aﬁwwumﬁw‘é’[ummﬁﬁﬁa;ﬂa
Tu Directory
0.0, Anuandentygld eufiasnisliuinmsld winfinisdendufinunndiduy
Aty Wy Fufaunnd e ads Dug
o.@.a.on. @UTOAMUATUVLIABEYBITTHAR LA
b.o.m.e. SiAsasdiolun1sudng Directory Service ludnuay Web-based
b.0.on.&. dauiuransuISdmMSuUNTIUsEanana Virtual Directory \iislsasiunms
Fenssdaluil
©.0.m.0. @51 Interface Wgad 1y Identity data wanaunas lnglidesruguddeya
©.0.m.e. @379 LDAP Interface Wvituszuugudaua uaz Web Service
©.0.0.&. @1150¥9UTIAUTEUY Identity Management wagszuumsiinfetoyauuy
Taugud (Web Single Sign-On) levJuagiuszavinn
v.o.@. WanAueTlREantie On-premise uaw Cloud Feagneldintesmnonisiuieaiu
o.0.&. Q’Lauaﬁaﬂﬁ%@ﬂ'mwhmzuﬂuﬁumuwu'”n8LLasﬁwﬁ’aﬁa%'Uia@mﬂL%’Wawﬁmﬁmsﬁ
Ussdnanulszinelng
0.0, TAvsnslinugndosnunguine lithendn e Processor license Tnaldauldls]
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Application Server
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= 1 1} f - 1 =1
wASevngran1sessU semalng il uagnes

®.6.1o

¢ = § W o o ' o o & '
ﬂUUHﬂﬁﬂJWrJLﬂ@iﬁﬁﬂWﬁaﬁﬂ’iu‘Wﬂﬂ’]ﬁEJ"i&LLﬂGU‘ESLV]ﬂlVIHﬂWWHﬂ YU A8 TN

Uszindlnaeasrugnilunisilasunlasaniunansanidandmunyay lagwini

A '—‘Jﬂ Hij 1 2/ @ 1 2/ 1
ﬂ"l'iL’lJaHULLUaﬂaﬂ'luWﬂﬂﬂﬁﬂ’]iﬂ']ﬁLL'VN‘IJ'EEL‘V]FivL‘VIEHI3LL§]\71‘VI'VI'§']UB'N‘I/‘IU’]HE]HF]T§

ARAY

. NITAAAITEUUADUNILADS

b fiuitdewiiiumsfindissuuanuiiuasiaondearsauma (nformation Security) lnudl
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LENATIUY 1o

.o ni’%’uﬁ'wﬁawf%ﬁum‘aﬁﬂgaqﬂﬂiﬂii:UUﬂ?ﬂuﬁuﬂdﬂaaﬂﬁaaﬁaumﬂ Tiviaued sl
Usvdvdnm nadifideiidesamaunsaifiudulumadeudofussnirtsgunsal nedndneld
f?mum‘fﬁlumm%’uﬁmawmﬂﬁ’uﬁm

b.€ Q%’Uﬁwﬁmﬁmﬁmamgﬂm Configuration qﬂﬂimﬁmaﬁwummﬂ"umﬂaamﬁaaﬁﬁumﬁ
LLaqunmﬁﬁLﬁmﬁaqﬁﬁamsiaﬁmxwﬂamﬁma%mhha ielissuuansaumnaiie iy
Uszans namszuuautuasasasdeatsauma (Information Security) anunsaltauls
ag1elluseAnEn

o.& %’G}ﬁ?ﬁjﬁaﬂﬁﬁﬂé?aixuumul,l,axmﬁﬁgm'waﬁwu (Setting Configuration )

oo gunsaidostunisyngniiulad (Web Application Firewall ) fisnvaziduatunaui fos
UfjiRadnatioadsil
oo fnssguniaitiastunisyniniiuled (Web Application Firewall) ivinauslu

Tasenis ndousegUnsaifiauaniunisoenuuuiigsuinddasnuuulilae nom,
Hudiuvauldaunsadndunisinremioumaaeylinsuiuaysal
bea  gunsaltasiunisuningiutesa (Database Firewall) dswanduatunoudifesUfjiin
adatioesisl
o Anssgunsaitiosiunsyngngiudeya (Database Firewall) fidnavelulasinis

9

wieudrugunsalfiiauanuniseanuuuigSudsldeenuuulilay non. (duf

wiurauliaansasdumsfadmiauvaaauliasuduauysol

. FONALITUSUNTTANTITNITASIEULAENITIANTISAZAY NutEualulasinsisiuasden

fupouiidesfiRetetossai

bae KUIWBIIMNMIANY UavasniuukuImRNsUImMsIamsnaudldss uunures
nstnawisszmalne Tngduanmsnisthdeyaanseuuuimsinmsuinegins
yAAa Wievinnsaine (Provisioning) 618 (Move) uazau (De-provisioning) §l4
szuunuuuszuunulidesnit eo ssuu ldad1sgniies asudiu

ol Andafivnauslulasinis auniseanuuud g suinldeanuuly vuszuy
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viewldegrsdeid owaziuszdninm Tay nov. 1luduiuveulvaunse
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bea InmIBUEnd1s daduayunsiniauresung Sullavaussuuauaudaiinun
b.c.e W alianadsuloeszuuanuldaunsavinisiududaulusvuuy
Single Sign-on 161
boe sudunsdiaszuurenduriuimsiammansaasuuasnisinniiaaul
@1113n3893UA1S provisioning Flvuludssuurumutaniun b.s.e 1a
bed  @1N13089NTIBITULAMITIENUIUAIUTDITEUUUINITIANIINITATIAABULALANT
Snnsshnulneiineavdonodailoadsil
bode TwavBunnstuiuiiauvesidlunsdilinussuuniig 9
badlo TwazBuan3 Provision Hldnuludszuuaus 9
. @%’u%’wqﬁmﬁﬁLﬁumw?aﬂ'ﬁsw Active Directory Tanaunsavinausmiuraniuasuing
Fansnisesaaaeunazmstantsimufidamlulasenisla
b.oo fuinaewimMsBrdoyaminiuiuisuuninensyaraves non. Weniuludiuves

Identity wa938UY

o, VaAIUARIUANNLUAYUaRANYENTEULINA
Frudnanssiniunisiienaisusznouse q lunsufifiou Midenadeswnuuinsgiunai
fupalannse 1SO baoos Ua4n15EUMUsEWAlNe lnedasndunisedetloaned

.o N15981UA BUlUaY Software w38 Firmware maaqﬂﬂszﬁﬁmm Eeny Upgrade thag
Downgrade Wu Version vl 38 Release Tny

mlo Mavedanseuurgmieudly ssuuindedie iensivaaunsauiludgmuesssuy
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